
Building an effective 
compliance audit function
R egulators have been steadily raising the bar on 

financial crimes compliance. So, how can financial 
institutions position themselves to clear it? 

Reinforcing the internal audit function as the last line of 
defense between a bank and its regulators is a primary step.

Consistent with prior years, regulators 
from the Securities and Exchange Com-
mission to the Office of the Comptroller 
of the Currency have pronounced finan-
cial crimes compliance a priority. Last 
year, the Department of Justice advised 
financial executives that they could face 
personal as well as corporate liability if 
noncompliant, as described in an ACAMS 
Today article titled “An Ineffective Audit 
Department’s Impact on Corporate and 
Personal Liability.”1 More recently, the 
New York Attorney General issued a pro-
posal that would require chief compliance 
officers to annually certify their financial 
institution’s anti-money laundering and 
Office of Foreign Assets Control monitor-
ing programs. 

It has become increasingly clear to the 
senior management and boards of ev-
ery institution that they must ensure 
the effectiveness of their financial 
crimes compliance programs. For fi-
nancial crime professionals, the pres-
sure to deliver is high. But rising along 
with it is the possibility of securing 
needed resources from a more focused 
bank leadership to shore up all three 
lines of defense in the classic compli-
ance model (business units, compli-
ance departments and internal audit 
departments). This article focuses on 
internal audit.

The importance of  
audit team strength
The internal audit team faces acute 
pressure. As the last line of defense, it 
requires not only sufficient staffing but 
exceptional domain experience to ef-
fectively assess and report on financial 
crimes compliance. 

With domain experience comes confi-
dence, which translates into the ability 
to effectively raise and communicate is-
sues to stakeholders and convey it all in 
audit reports. Confidence facilitates dis-
cussions with stakeholders responding 
to audit team observations about their 
lines of business. Also, when observa-
tions are validated, confidence helps 
withstand any pressures to drop issues 
or diminish their importance. It is a slip-
pery slope that has to be tightly man-
aged. Thick skin is required by both 
stakeholders and auditors. With domain 
experience comes the credibility and re-
solve to stand up to even the toughest 
stakeholder.

It must be said here that the demand for 
this level of subject-matter expertise 
currently exceeds the pool of qualified 
candidates. As challenging as this 
makes the hiring process, perseverance 
is required. Simply using certified public 
accountants or career auditors to do the 
job is no longer a good option.

With all this in mind, let us talk about 
building an effective compliance audit 
function. Success resides with culture 
foremost, followed by structure, bud-
get, process or methodology and rela-
tionship management. 

Culture comes first
It is not rocket science that without a 
strong culture of compliance coming 
from the board and senior manage-
ment (aka “tone at the top”), there is a 
likelihood of failure by control func-
tions no matter how they try to miti-
gate risk. Throwing all the money in 
the world into controls without culture 
is a waste.

This is why the first rule is to ensure 
your institution’s culture supports what 
you will need to obtain buy-in for your 
structure. In fact, it may come to the 
point where you will need to decide 
whether or not it is worth the personal 
risk (reputation or otherwise) and po-
tential liability to stay in your role or 
with the company if you are not receiv-
ing the support you need. You should be 
forceful, if necessary, but respectful in 
communicating your needs. The re-
sponse you receive will provide color as 
to whether the senior management and 
board are serious about supporting 
your vision. 
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PRACTICAL SOLUTIONS

Structure before 
budgeting
Some might say budget should come 
next, but structure is next in line. This is 
because you will need—and should 
need—to sell your budget requirements 
to senior management and the board. 
You simply cannot know your budget 
without knowing your structure.

Structure depends on each institution’s 
risk profile, particularly its geographic 
risk. For example, a small institution 
operating in a few states may only call 

for one subject-matter expert (SME) 
where a large institution will call for a 
more complex structure.

No matter what, always start slow, 
taking a needs-based approach. If 
you walk in and ask for your entire 
staff straight out, your credibility will 
be lost. Be intelligent in explaining 
your vision; it will go a long way. Pro-
vide clear support for it. How fast 
you need to staff up will depend on 
the deliverables of the function. Con-
sider co-sourcing from another part 
of your institution’s audit function in 

the short term, if necessary. For one 
thing, it may make sense to co-source 
instead of hiring for some areas, such 
as model validation. Also, if your 
staffing needs change, it will be easi-
er to separate a co-sourced resource 
than an employee. 

In small institutions, you can get away 
with one to a few SMEs and train up co-
sourced staff to perform under the di-
rection of yourself or of your SMEs. 
There is no need to hire an army. Make 
every attempt to leverage existing staff 
to the extent possible.

Pull quote now is the time for all good 
men lorem ipsum dolor emit ull quote 
now is the time for all good men lorem 
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Similarly, in larger institutions, try a 
structure where you have your core 
team of SMEs and train-up and lever-
age existing audit staff co-sourced 
from other strategic locations in the in-
stitution. This not only gets you the 
coverage you need but also shows the 
board and senior management that you 
are not empire building. You can effec-
tively double your staff by taking this 
approach, but it will require buy-in 
from the chief audit executive and your 
peers, since you will be establishing a 
matrix reporting environment.

Most auditors will welcome the opportu-
nity to become recognized as part of a fi-
nancial crimes audit team in addition to 
their own coverage areas. Some audit ex-
ecutives will not relish relinquishing 
some of their staff part time. That is 
where being a good politician will help. 
Make these co-sourced employees part 
of your core team of SMEs, even if they 
do not report directly up through your 
compliance audit function. Invite them 
to meetings, training, etc., and communi-
cate with them no differently than if they 
were on your core team. 

‘Sell’ your budget and 
plan for contingencies
Money is everything. Without proper 
funding, you will not succeed. Here is 
where you often need to be both an 
SME and salesperson, with a bit more 
emphasis on sales. If you set up the 
structure correctly and present it so 
that you are viewed as both effective 
and efficient, it will go a long way to-
ward obtaining budgetary approval.

However, you should always have con-
tingency plans since budgets constantly 
change. This may include anything from 
having co-sourcing readily available to 
adjusting audit schedules, but without 
material impact to the audit plan’s risk-
based coverage.

Own the process 
The financial crimes audit executive 
should own financial crimes audit. Con-
sistency in approach and reporting is 
extremely important. This is where 
methodology or process comes in.

Your entire audit department must fol-
low the same methodology for executing 
financial crimes audits, raising and dis-
positioning issues, and communicating 
issues in audit reports to senior manage-

ment and the board, and to regulators. 
Starting with standard review programs 
and training, the methodology should 
also include protocols for escalating any 
financial crimes observations to desig-
nated SMEs, for reports containing any 
financial crimes issue signed off on by 
designated SMEs and for integrated re-
porting by the financial crimes audit ex-
ecutive. Why integrated? To give an 
example, the last thing you want is to 
have two similar know your customer is-
sues reported differently from one coun-
try to the next—or even worse, to have 
one dropped. It also helps in larger insti-
tutions where you will need to provide 
an annual opinion on the health of the 
overall programs. 

Manage relationships in a 
no surprises environment 
Manage your relationships with stake-
holders, regulators, audit committees, 
compliance committees, human resourc-
es and yes, your boss, the chief audit ex-
ecutive. Establish a no surprises 
environment—be fully transparent.

Hold regular meetings with stakehold-
ers and regulators. Neither should have 
to ask many questions when you meet, 
since you should be routinely providing 
the relevant information prior to their 
turn to speak at your meetings. Use pre-
sentations and metrics—do not just ver-
balize. Themes and trending metrics are 
particularly helpful. 

Listen to your other control functions 
and your regulators. Are they picking up 
anything you have not or covering any-
thing you were not planning to cover? 
Get ahead of your regulators; they will 
respect you for it.

There may be a few surprises for you 
here and there, but if you find you are 
being surprised more than not, then 
something is wrong with your commu-
nication technique and possibly your 
listening skills. Your stakeholders need 

your help, whether they want it or not. 
Get as close to them as possible and 
make sure they know your team or at 
least their qualifications. Let them know 
you are there to help them and not un-
dermine them. Too many auditors feel 
independence translates into operating 
in secret or in a “gotcha” environment.

Unfortunately, some stakeholders are 
just difficult to work with and will keep 
you as distant as possible, no matter how 
you try to manage the relationship. Some 
may go so far as to undermine you any 
way they can. The best approach in re-
sponse to this is to remain professional.

Notably, human resources is on this re-
lationship management list because, in 
most institutions, they can be an out-
standing partner in driving budget ap-
provals and obtaining the right talent. 
Educate the department on your vi-
sion. Become good friends with the top 
human resources executive who can 
be the most valuable asset in the short 
and long run. 

Takeaway

There is no magic bullet for building 
and managing a financial crimes audit 
function. These suggestions for staff-
ing, culture, structure, budget, meth-
odology and relationship management 
represent some proven approaches 
used in three large, complex institu-
tions. These supplement the advice 
published in the companion piece: 
“An Ineffective Audit Department’s 
Impact on Corporate and Personal Li-
ability.” Today’s financial crimes audi-
tors will need all the strength they can 
muster in this era of heightened regu-
latory oversight and enforcement. 
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Establish a no surprises environment— 
be fully transparent
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